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Abst r act

Wrel ess LAN product architectures have evolved from single

aut ononobus access points to systens consisting of a centralized
Access Controller (AC) and Wreless Termination Points (WIPs). The
general goal of centralized control architectures is to nbve access
control, including user authentication and authorization, nmobility
managenent, and radi o managenent fromthe single access point to a
centralized controller.

This specification defines the Control And Provisioning of Wreless
Access Points (CAPWAP) Protocol Binding Specification for use with
the I EEE 802.11 Wrel ess Local Area Network protocol.
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1. Introduction

The CAPWAP protocol [RFC5415] defines an extensible protocol to all ow
an Access Controller to manage w rel ess agnostic Wrel ess Term nation
Points. The CAPWAP protocol itself does not include any specific

wi rel ess technologies; instead, it relies on a binding specification
to extend the technology to a particular wrel ess technol ogy.

This specification defines the Control And Provisioning of Wreless
Access Points (CAPWAP) Protocol Binding Specification for use with
the I EEE 802.11 Wrel ess Local Area Network protocol. Use of CAPWAP
control nessage fields, new control nessages, and nessage el enents
are defined. The mininumrequired definitions for a binding-specific
Statistics message el enent, Station nessage el enent, and WP Radi o

I nformati on nessage el enent are included.

Note that this binding only supports the | EEE 802. 11- 2007
specification. O note, this binding does not support the ad hoc
network node defined in the | EEE 802.11-2007 standard. This
specification al so does not cover the use of data franes with the
four-address format, commonly referred to as Wrel ess Bridges, whose
use is not specified in the | EEE 802. 11-2007 standard. This protoco
specification does not currently officially support |EEE 802.11n
That said, the protocol does allow a WIP to advertise support for an
| EEE 802. 11n radi o; however, the protocol does not allow for any of
the protocol’s additional features to be configured and/or used. New
| EEE protocol specifications published outside of this docunent
(e.g., |EEE 802.11v, |EEE 802.11r) are also not supported through
this binding, and in addition to | EEE 802. 11n, nust be addressed

ei ther through a separate CAPWAP bi nding, or an update to this

bi ndi ng.
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In order to address inmedi ate narket needs for standards still being
devel oped by the | EEE 802.11 standards body, the WFi Alliance
created interimpseudo-standards specifications. Two such
specifications are widely used in the industry, nanely the W Fi
Protect Access [WPA] and the WFi MiltiMedia [WWMM specifications

G ven their w despread adoption, this CAPWAP bi ndi ng requires the use
of these two specifications.

1.1. CGoals

The goals of this CAPWAP protocol binding are to make the
capabilities of the CAPWAP protocol available for use in conjunction
with | EEE 802. 11 wirel ess networks. The capabilities to be nade
avai |l abl e can be sunmari zed as:

1. To centralize the authentication and policy enforcenent functions
for an | EEE 802.11 wirel ess network. The AC nmay al so provide
centralized bridging, forwarding, and encryption of user traffic.
Centralization of these functions will enable reduced cost and
hi gher efficiency by applying the capabilities of network
processing silicon to the wireless network, as in wred LANs.

2. To enabl e shifting of the higher-Ilevel protocol processing from
the WIP. This leaves the tine-critical applications of wreless
control and access in the WIP, naking efficient use of the
conmputing power available in WIPs that are subject to severe cost
pressure.

The CAPWAP protocol binding extensions defined herein apply solely to
the interface between the WIP and the AC. Inter-AC and station-to-AC
communi cation are strictly outside the scope of this docunent.

1.2. Conventions Used in This Docunent
The key words "MJST", "MJST NOT", "REQUI RED', "SHALL", "SHALL NOT",
"SHOULD', "SHOULD NOT", "RECOWMENDED', "MAY", and "OPTIONAL" in this
docunent are to be interpreted as described in RFC 2119 [ RFC2119].
1.3. Termnol ogy
This section contains definitions for ternms used frequently
t hroughout this docunent. However, nany additional definitions can
be found in [|EEE. 802-11.2007].
Access Controller (AC): The network entity that provides WIP access

to the network infrastructure in the data plane, control plane,
managenent plane, or a conbination therein.
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Basic Service Set (BSS): A set of stations controlled by a single
coordi nation function.

Distribution: The service that, by using association information,
delivers nedi um access control (MAC) service data units (MSDUs)
within the distribution system (DS).

Distribution System Service (DSS): The set of services provided by
the distribution system (DS) that enabl e the nedi um access control
(MAC) layer to transport MAC service data units (MSDUs) between
stations that are not in direct comunication with each other over a
single instance of the wireless nmedium (W) . These services include
the transport of MSDUs between the access points (APs) of basic
service sets (BSSs) w thin an extended service set (ESS), transport
of MSDUs between portals and BSSs within an ESS, and transport of
MSDUs between stations in the sane BSS in cases where the MSDU has a
mul ti cast or broadcast destination address, or where the destination
is an individual address but the station sending the MSDU chooses to
i nvol ve the DSS. DSSs are provided between pairs of | EEE 802. 11
MACs.

Integration: The service that enables delivery of nmedi um access
control (MAC) service data units (MSDUs) between the distribution
system (DS) and an existing, non-|EEE 802.11 |ocal area network (via
a portal).

Station (STA): A device that contains an | EEE 802.11 conf or nant
medi um access control (MAC) and physical |ayer (PHY) interface to the
wi rel ess medi um (WM .

Portal : The Il ogical point at which nmedium access control (MAC
service data units (MSDUs) froma non-1EEE 802.11 | ocal area network
(LAN) enter the distribution system (DS) of an extended service set
(ESS).

WLAN: In this docunment, WLAN refers to a | ogical conponent
instantiated on a WIP device. A single physical WIP nay operate a
nunber of WLANs. Each Basic Service Set Identifier (BSSID) and its
constituent wireless terminal radios is denoted as a distinct W.AN on
a physical WP.

Wrel ess Termi nation Point (WIP): The physical or network entity that

contains an | EEE 802.11 RF antenna and wireless PHY to transmt and
receive station traffic for wirel ess access networks.
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2. | EEE 802.11 Binding

This section describes use of the CAPWAP protocol with the | EEE
802. 11 Wreless Local Area Network protocol, including Local and
Split MAC operation, Goup Key Refresh, Basic Service Set
Identification (BSSID) to WLAN Mappi ng, | EEE 802.11 MAC nanagenent
frane Quality of Service (Qos) tagging and Run State operation

2.1. CAPWAP Wreless Binding Identifier

The CAPWAP Header, defined in Section 4.3 of [RFC5415] requires that
al | CAPWAP bi ndi ng specifications have a Wrel ess Binding Identifier
(WBI D) assigned. This docunment, which defines the | EEE 802. 11

bi ndi ng, uses the val ue one (1).

2.2. Split MAC and Local MAC Functionality

The CAPWAP protocol, when used with | EEE 802. 11 devi ces, requires
speci fic behavior fromthe WIP and the AC to support the required
| EEE 802. 11 protocol functions.

For both the Split and Local MAC approaches, the CAPWAP functions, as
defined in the taxonony specification [ RFC4118], reside in the AC

To provi de system conponent interoperability, the WIP and AC MJUST
support 802. 11 encryption/decryption at the WIP. The WP and AC MAY
support 802.11 encryption/decryption at the AC

2.2.1. Split MAC

This section shows the division of |abor between the WIP and the AC
ina Split MAC architecture. Figure 1 shows the separation of
functionality between CAPWAP conponents.
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Function Locati on
Di stribution Service AC
I ntegration Service AC
Beacon CGeneration WP
Probe Response Ceneration WP
Power Mgnt/ Packet Buffering WP
Fragnent ati on/ Def ragnent ati on WI'P/ AC
Assoc/ Di sassoc/ Reassoc AC

| EEE 802. 11 QoS

O assifying AC
Schedul i ng WI'P/ AC
Queui ng WP

| EEE 802. 11 RSN
| EEE 802. 1X/ EAP AC
RSNA Key Managenent AC
| EEE 802. 11 Encryption/ Decryption WI'P/ AC

Fi gure 1: Mapping of 802.11 Functions for Split MAC Architecture

In a Split MAC Architecture, the Distribution and Integration
services reside on the AC, and therefore all user data is tunnel ed
between the WIP and the AC. As noted above, all real-tinme | EEE

802. 11 services, including the Beacon and Probe Response franes, are
handl ed on the WIP.

Al'l remaining | EEE 802.11 MAC managenent franmes are supported on the
AC, including the Association Request frame that allows the AC to be
i nvol ved in the access policy enforcenent portion of the | EEE 802.11
protocol. The | EEE 802. 1X [I| EEE. 802-1X. 2004], Extensible

Aut henti cation Protocol (EAP) [RFC3748] and | EEE Robust Security

Net wor k Associ ati on (RSNA) Key Managenent [ EEE. 802-11. 2007]
functions are also located on the AC. This inplies that the

Aut henti cati on, Authorization, and Accounting (AAA) client also

resi des on the AC

Whi |l e the admi ssion control conponent of | EEE 802. 11 resides on the
AC, the real-tinme scheduling and queuing functions are on the WP
Note that this does not prevent the AC from providing additiona
policy and scheduling functionality.

Note that in the following figure, the use of "( - )’ indicates that

processing of the frames is done on the WIP. This figure represents
a case where encryption services are provided by the AC
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dient WP AC

Beacon

Station Configurati on Request
[Add Station (Station MAC
Address), | EEE 802. 11 Add
Station (W.AN I D), |EEE
802. 11 Session Key(Fl ag=A)]

Station Configurati on Request
[Add Station(Station MAC
Address), |EEE 802.11 Add
Station (WLAN ID), |EEE 802.11
Station Session Key(Fl ag=0)]

o e e e e e e e e oo >
802. 11 Action Franes
Cm m o e e e e e e e e e e e e e e e e e e e e e e e e e eea >
802. 11 DATA (1)
Com e e e e e e e e e e e a oo [ >

Figure 2: Split MAC Message Fl ow

Figure 2 provides an illustration of the division of labor in a Split
MAC architecture. 1In this exanple, a W.AN has been created that is
configured for |EEE 802.11, using 802. 1X-based end user

aut henti cati on and Advanced Encryption Standard-Counter Myde with
CBC- MAC Protocol (AES-CCWP) link layer encryption (CCMVMP, see

[ FI PS. 197.2001]). The foll ow ng process occurs:

0 The WIP generates the | EEE 802. 11 Beacon franes, using information
provided to it through the | EEE 802. 11 Add W.AN (see Section 6.1)
message el ement, including the Robust Security Network | nformation
El ement (RSNIE), which indicates support of 802.1X and AES- CCVP.

0 The WP processes the Probe Request frame and responds with a

correspondi ng Probe Response frame. The Probe Request frame is
then forwarded to the AC for optional processing.
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o The WP forwards the | EEEE 802. 11 Aut hentication and Associ ation
frames to the AC, which is responsible for responding to the
client.

0 Once the association is conplete, the ACtransmts a Station
Configuration Request nessage, which includes an Add Station
message el enent, to the WIP (see Section 4.6.8 in [RFC5415]). In
t he above exanple, the WLAN was configured for | EEE 802. 1X, and
therefore the | EEE 802.11 Station Session Key is included with the
flag field s "A bit set.

o If the WIP is providing encryption/decryption services, once the
client has conpleted the | EEE 802.11 key exchange, the AC
transmits another Station Configuration Request nmessage, which
i ncl udes:

- An Add Station nessage el ement.

- An | EEE 802.11 Add Station nessage el enent, which includes the
W.AN | dentifier with which the station has associ at ed.

- An | EEE 802.11 Station Session Key nessage el enent, which
i ncl udes the pairw se encryption key.

- An | EEE 802.11 Informati on El enent nessage el enent, which
i ncl udes the Robust Security Network | nformation El enent
(RSNIE) to the WIP, stating the security policy to enforce for
the client (in this case AES-CC\VP).

o If the WIP is providing encryption/decryption services, once the
client has conpleted the | EEE 802.11 key exchange, the AC
transmits another Station Configuration Request message, which
i ncl udes:

- An Add Station nessage el ement.

- An | EEE 802.11 Add Station nessage el enent, which includes the
W.AN | dentifier with which the station has associ at ed.

- An | EEE 802.11 Station Session Key nessage el enent, which
i ncl udes the pairw se encryption key.

- An | EEE 802.11 Informati on El enent nessage el enent, which
i ncl udes the Robust Security Network | nformation El enent
(RSNIE) to the WIP, stating the security policy to enforce for
the client (in this case AES-CC\VP).
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o If the ACis providing encryption/decryption services, once the
client has conpleted the | EEE 802.11 key exchange, the AC
transmits another Station Configuration Request nmessage, which
i ncl udes:

- An Add Station nessage el enent.

- An | EEE 802.11 Add Station nessage el enent, which includes the
W.AN I dentifier with which the station has associ at ed.

- An | EEE 802.11 Station Session Key nessage element with the
flag field's '"C bit enabled (indicating that the AC will
provi de crypto services).

o The WP forwards any | EEE 802. 11 Managenent Action frames received
to the AC

o Al |EEE 802.11 station data franes are tunnel ed between the WP
and the AC

Note that during the EAP over LAN (EAPQL)-Key exchange between the
Station and the AC, the Receive Sequence Counter (RSC) field for the
G oup Key (GIK) needs to be included in the frame. The value of zero
(0) is used by the AC during this exchange. Additional details are
avail able in Section 9.1.

The WIP SHALL i nclude the | EEE 802. 11 MAC header contents in all
frames transnmitted to the AC.

When 802. 11 encryption/decryption is perforned at the WIP, the WP
MUST decrypt the uplink frames, MJST set the Protected Frane field to
0, and MUST nmeke the frame format consistent with that of an
unprotected 802.11 frame prior to transnitting the franes to the AC
The fields added to an 802. 11 protected frame (i.e., Initialization
Vector/Extended Initialization Vector (IV/EIV), Message Integrity
Code (MCQ), and Integrity Check Value (1 CV)) MJIST be stripped off
prior to transmission fromthe WIP to AC. For downlink franes, the
Protected Frane field MUST be set to O by the AC as the franme being
sent is unencrypted. The WP MUST apply the required protection
policy for the WLAN, and set the Protected Frane field on

transm ssion over the air. The Protected Frane field al ways needs to
accurately indicate the status of the 802.11 frane that is carrying
it.

When 802. 11 encryption/decryption is perfornmed at the AC, the WP
SHALL NOT decrypt the uplink frames prior to transmitting the frames
to the AC. The AC and WIP SHALL popul ate the | EEE 802. 11 MAC header
fields as described in Figure 3.
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MAC header field Locati on

Franme Control
Ver si on AC
ToDS AC
FronDS AC
Type AC
SubType AC
Mor eFr ag WI'P/ AC
Retry WP
Pwr  Mgnt -
Mor eDat a WP
Pr ot ect ed WP/ AC
O der AC

Dur ati on: WP

Address 1: AC

Addr ess 2: AC

Addr ess 3: AC

Sequence Cirl: WP

Addr ess 4: AC

QS Control: AC

Frame Body: AC

FCs: WP

Figure 3: Popul ation of the | EEE 802. 11 MAC Header Fields for
Downl i nk Franes

When 802. 11 encryption/decryption is perfornmed at the AC, the
MoreFrag bit is populated at the AC. The Pwm Mnt bit is not
applicable to downlink frames, and is set to 0. Note that the Frane
Check Sequence (FCS) field is not included in 802.11 franes exchanged
bet ween the WIP and the AC. Upon sending data franes to the AC, the
WIP is responsible for validating and stripping the FCS field. Upon
receiving data frames fromthe AC, the WIP is responsible for adding
the FCS field, and populating the field as described in

[ 1 EEE. 802-11. 2007] .

Not e that when the WIP tunnel s data packets to the AC (and vice
versa), the CAPWAP protocol does not guarantee in-order delivery.
Wien the protocol being transported over |EEE 802.11 is IP, out-of-
order delivery is not an issue as |IP has no such requirenents.
However, inplementers need to be aware of this protoco
characteristic before deciding to use CAPWAP.

2.2.2. Local MAC
Thi s section shows the division of |abor between the WIP and the AC

in a Local MAC architecture. Figure 4 shows the separation of
functionality anong CAPWAP conponents.
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Function Locati on

Di stribution Service WI'P/ AC
I ntegration Service WP
Beacon CGeneration WP
Probe Response Ceneration WP
Power Mgnt/ Packet Buffering WP
Fragnent ati on/ Def ragnent ati on WP
Assoc/ Di sassoc/ Reassoc WI'P/ AC

| EEE 802. 11 QoS
O assifying WP
Schedul i ng WP
Queui ng WP

| EEE 802. 11 RSN
| EEE 802. 1X/ EAP AC
RSNA Key Managenent AC
| EEE 802. 11 Encryption/ Decryption WP

Fi gure 4: Mapping of 802.11 Functions for Local AP Architecture

In the Local MAC node, the integration service exists on the WP
while the distribution service MAY reside on either the WIP or the
AC. Wen it resides on the AC, station-generated franes are not
forwarded to the ACin their native format, but encapsul ated as 802.3
franes.

While the MACis terminated on the WIP, it is necessary for the ACto
be aware of nobility events within the WIPs. Thus, the WIP MJST
forward the | EEE 802. 11 Associ ation Request franes to the AC. The AC
MAY reply with a failed Associati on Response frane if it deens it
necessary, and upon receipt of a failed Association Response frane
fromthe AC, the WIP MUST send a Di sassociation frame to the station

The | EEE 802. 1X [ | EEE. 802- 1X. 2004], EAP, and | EEE RSNA Key Managenent
[ 1 EEE. 802- 11. 2007] functions reside in the AC. Therefore, the WP
MUST forward all | EEE 802. 1X, EAP, and RSNA Key Managenent franes to
the AC and forward the correspondi ng responses to the station. This
inmplies that the AAA client also resides on the AC

Note that in the following figure, the use of "( - )’ indicates that
processing of the frames is done on the WP
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dient WP AC
Beacon
Lo m e e e e e e e e e e e e e e — - -
Pr obe
Lo m i m e e e e oo oo - >
802. 11 AUTH
K e e e e e e e e e e e e e e e e e mmmm -

Comm e e e e e e e e e e oo D e L >
Station Configurati on Request
[Add Station (Station MAC
Address), | EEE 802. 11 Add
Station (W.AN I D), |EEE
802. 11 Session Key(Fl ag=A)]

Station Configurati on Request
[Add Station(Station MAC
Address), |EEE 802.11 Add
Station (WAN ID), |EEE 802.11
Station session Key (Key=x),
| EEE 802. 11 Infornation
El enent ( RSNI E( Pai rwi se

.......................... >
802. 11 Action Franes
o mmm e e e e e e e e e e e e e e e e e e e e e e e oo oo >
802. 11 DATA
e~ >
Figure 5: Local MAC Message Fl ow
Figure 5 provides an illustration of the division of |abor in a Local

MAC architecture. 1In this exanple, a WLAN that is configured for
| EEE 802. 11 has been created using AES-CCWP for privacy. The
foll owi ng process occurs:

o0 The WP generates the | EEE 802.11 Beacon franes, using information
provided to it through the Add WLAN (see Section 6.1) nessage
el ement .

0 The WP processes a Probe Request frane and responds with a
correspondi ng Probe Response frane.

o The WIP forwards the | EEE 802. 11 Aut henti cation and Associ ati on
franes to the AC
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2.

3.

0 Once the association is conplete, the ACtransmts a Station
Configuration Request nessage, which includes the Add Station
nmessage elenent, to the WIP (see Section 4.6.8 in [RFC5415]). In
t he above exanple, the W.AN was configured for | EEE 802.1X, and
therefore the I EEE 802.11 Station Session Key is included with the
flag field s A bit set.

o The WP forwards all |EEE 802.1X and | EEE 802. 11 key exchange
nmessages to the AC for processing.

o The AC transmts another Station Configuration Request nessage,
whi ch i ncl udes:

- An Add Station nessage el ement, which MAY include a Virtual LAN
(VLAN) [IEEE. 802-1Q 2005] name, which when present is used by
the WIP to identify the VLAN on which the user’s data franes
are to be bridged.

- An | EEE 802.11 Add Station nessage el enent, which includes the
W.AN | dentifier with which the station has associ at ed.

- An | EEE 802.11 Station Session Key nessage el enent, which
i ncl udes the pairw se encryption key.

- An | EEE 802.11 Informati on El enent nessage el enent, which
includes the RSNIE to the WIP, stating the security policy to
enforce for the client (in this case AES-CCWP).

o The WP forwards any | EEE 802. 11 Managenent Action frames received
to the AC

o0 The WIP MAY locally bridge client data frames (and provide the
necessary encryption and decryption services). The WP MAY al so
tunnel client data frames to the AC, using 802.3 frame tunnel node
or 802.11 frame tunnel node.

Roani ng Behavi or

This section expands upon the exanples provided in the previous
section, and describes how the CAPWAP control protocol is used to
provi de secure roani ng

Once a client has successfully associated with the network in a
secure fashion, it is likely to attenpt to roamto another WP
Figure 6 shows an exanple of a currently associated station noving
fromits "Ad WIP* to a "New WIP". The figure is valid for multiple
different security policies, including | EEE 802.1X and Wrel ess
Protected Access (WPA) or Wreless Protected Access 2 (WPA2) [WPA].

Cal houn, et al. St andards Track [ Page 15]



RFC 5416 CAPWAP Prot ocol Binding for |EEE 802.11 March 2009

In the event that key caching was enpl oyed, the 802.1X Authentication
step would be elininated. Note that the exanple represents one where
crypto services are provided by the WIP, so in a case where the AC
provided this function the last Station Configuration Request would
be different.

dient ad WP New WI'P AC

Associ ati on Request/ Response
Ko m e e e e e e e e e e e e e e e — o (- )----------- - >
Station Configurati on Request
[Add Station (Station MAC
Address), | EEE 802. 11 Add
Station (W.AN I D), |EEE

________________ >

802. 1X Authentication (if no key cache entry exists)

o e e e e e e e e e e e e e e e e e D e >
802. 11 4-way Key Exchange

L T D >

Station Configurati on Request
[Del ete Station]

Station Configurati on Request
[Add Station(Station MAC
Address), |EEE 802.11 Add
Station (WLAN ID), |EEE 802.11
Station session Key (Key=x),
| EEE 802. 11 Information
El enent ( RSNI E( Pai rwi se
Ci pher =CCWP) ) ]

Figure 6: dient Roam ng Exanple
2.4. Goup Key Refresh

Periodically, the Goup Key (GIK) for the BSS needs to be updated.
The AC uses an EAPOL-Key frame to update the group key for each STA
inthe BSS. Wiile the ACis updating the GIK, each Layer 2 (L2)
broadcast frame transmtted to the BSS needs to be duplicated and
transmitted using both the current GIK and the new GIK. Once the GIK
updat e process has conpl eted, broadcast franes transnmitted to the BSS
will be encrypted using the new GIK

In the case of Split MAC, the AC needs to duplicate all broadcast

packets and update the key index so that the packet is transmtted
using both the current and new GIK to ensure that all STAs in the BSS
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receive the broadcast frames. In the case of Local MAC, the WP
needs to duplicate and transnit broadcast frames using the
appropriate index to ensure that all STAs in the BSS continue to
recei ve broadcast franes.

The Group Key update procedure is shown in the following figure. The
AC will signal the update to the GIK using an | EEE 802. 11
Configuration Request nessage, including an | EEE 802. 11 Update W.AN
nessage elenent with the new GIK, its index, the Transmit Sequence
Counter (TSC) for the G oup Key and the Key Status set to 3 (begin
GIK update). The AC will then begin updating the GIK for each STA.
During this tinme, the AC (for Split MAC) or WIP (for Local MAC) MJST
dupl i cate broadcast packets and transmit themencrypted with both the
current and new GIK. Wen the AC has conpleted the GIK update to all
STAs in the BSS, the AC MUST transnit an | EEE 802. 11 Confi guration
Request nessage including an | EEE 802.11 Update W.AN nessage el enment
contai ning the new GIK, its index, and the Key Status set to 4 (GIK
update conpl ete).

Cient WP AC

| EEE 802.11 W.AN Configurati on Request [Update
W.AN (GTK, GIK | ndex, GIK Start,
Group TSO) ]

)
| EEE 802.11 WLAN Configurati on Request [ Update
WLAN (GTK | ndex, GIK Conpl ete) ]

Figure 7: Goup Key Update Procedure
2.5. BSSIDto WLAN | D Mappi ng

The CAPWAP protocol binding enables the WIP to assi gn BSSI Ds upon
creation of a WLAN (see Section 6.1). Wile manufacturers are free
to assign BSSIDs using any arbitrary nechanism it is advised that
where possible the BSSIDs are assigned as a conti guous bl ock.

When assigned as a bl ock, inplenentations can still assign any of the
avail able BSSIDs to any W.AN. One possible nmethod is for the WIP to
assign the address using the follow ng algorithm base BSSID address
+ WLAN | D.
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The WIP communi cat es t he maxi num nunber of BSSIDs that it supports
during configuration via the | EEE 802. 11 WIP WLAN Radi o Configuration
nmessage el ement (see Section 6.23).

2.6. CAPWAP Data Channel QS Behavi or

The CAPWAP | EEE 802. 11 bindi ng specification provides procedures to
allow for the WIP to enforce Quality of Service on | EEE 802.11 Data
Franes and MAC Managenent nessages.

2.6.1. | EEE 802.11 Data Franes

When the WLAN is created on the WIP, a default Quality of Service
policy is established through the | EEE 802.11 WIP Quality of Service
nmessage el ement (see Section 6.22). This default policy will cause
the WIP to use the default QoS values for any station associated with
the WLAN in question. The AC MAY also override the policy for a

gi ven station by sending the | EEE 802. 11 Update Stati on QS nessage
el ement (see Section 6.20), known as a station-specific QS policy.

Beyond the default, and per station QoS policy, the | EEE 802.11
protocol also allows a station to request special QS treatnment for a
specific flow through the Traffic Specification (TSPEC) Infornmation
El ements found in the | EEE 802. 11-2007's QoS Action Frane.

Al ternatively, stations MAY al so use the WFi Alliance’ s WM
specification instead to request QoS treatnment for a flow (see
[WM). This requires the WIP to observe the Status Code in the | EEE
802. 11- 2007 and WWM QoS Action Add Traffic System (ADDTS) responses
fromthe AC, and provide the services requested in the TSPEC
Information Elenent. Sinmilarly, the WIP MUST observe the Reason Code
Information Element in the | EEE 802. 11- 2007 and WWM QoS Action DELTS
responses fromthe AC by renoving the policy associated with the
TSPEC

The | EEE 802.11 WIP Quality of Service nmessage el enent’s Taggi ng
Policy field indicates how the packets are to be tagged, known as the
Tagging Policy. There are five bits defined, two of which are used
to indicate the type of QS to be used by the WIP. The first is the
P bit, which is set to informthe WIP it is to use the 802.1p QS
mechani sm \When set, the 'Q bit is used to informthe WIP whi ch
802. 1p priority values it is to use.

The 'D bit is set toinformthe WIP it is to use the Differentiated
Services Code Point (DSCP) QS nechanism \Wen set, the "I’ and 'O
bits are used to informthe WIP which values it is to use in the

i nner header, in the station’s original packet, or the outer header,
the latter of which is only valid when tunneling is enabl ed.
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When an | EEE 802. 11 Update Station QoS nessage el enent is received,
while the specific 802.1p priority or DSCP val ues may change for a
gi ven station, known as the station specific policy, the origina
Taggi ng Policy (the use of the five bits) remains the sane.

The use of the DSCP and 802.1p QoS nechani sns are not nutually
excl usive. An AC MAY request that a WIP use none, one, or both types
of QoS nechani sns at the sanme tine.

2.6.1.1. 802.1p Support

The | EEE 802.11 WIP Quality of Service and | EEE 802. 11 Update Station
QS nessage el enents include the "802.1p Tag" field, which is the
802.1p priority value. This value is used by the WIP by addi ng an
802. 1Q header (see [|EEE. 802-1Q 2005]) with the priority field set
according to the policy provided. Note that this tagging is only
valid for interfaces that support 802.1p. The actual treatnent does
not change for either Split or Local MAC nodes, or when tunneling is
used. The only exception is when tunneling is used, the 802.1Q
header is added to the outer packet (tunnel ed) header. The |EEE
802. 11 standard does not pernit the station’s packet to include an
802.1Q header. Instead, the QS nechanisns defined in the | EEE

802. 11 standard are used by stations to mark a packet’s priority.
When the "P bit is set in the Tagging Policy, the "Q bit has the
fol |l owi ng behavi or:

Q1. The WIP marks the priority field in the 802.1Q header to
either the default or the station-specific 802.1p policy.

Q=0: The WIP marks the priority field in the 802.1Q header to the
value found in the User Priority field of the QS Contro
field of the | EEE 802.11 header. |If the QS Control field is
not present in the | EEE 802. 11 header, then the behavior
descri bed under ' Q1" is used.

2.6.1.2. DSCP Support

The | EEE 802.11 WIP Quality of Service and | EEE 802.11 Update Station
QS nessage el enents al so provide a "DSCP Tag", which is used by the
WP when the "D bit is set to nark the DSCP field of both the |Pv4
and | Pv6 headers (see [ RFC2474]). \When DSCP is used, the WP marks
the inner packet (the original packet received by the station) when
the "I’ bit is set. Simlarly, the WIP narks the outer packet

(tunnel header’s DSCP field) when the 'O bit is set.

When the 'D bit is set, the treatnent of the packet differs based on

whet her the WIP is tunneling the station’s packets to the AC
Tunnel i ng does not occur in a Local MAC node when the AC has
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communi cated that tunneling is not required, as part of the | EEE
802.11 Add W.AN nessage el enent, see Section 6.1. In the case where

tunneling is not used, the 'I" and O bits have the follow ng
behavi or s:
O=1: This option is invalid when tunneling is not enabled for

station data franes.

O=0: This option is invalid when tunneling is not enabled for
station data franes.

=1: The WIP sets the DSCP field in the station’s packet to either
the default policy or the station-specific policy if one
exi sts.

| =0: The WIP MUST NOT nodify the DSCP field in the station’s
packet .

For Split MAC node, or Local MAC with tunneling enabled, the WP
needs to contend with both the inner packet (the station's origina
packet) as well as the tunnel header (added by the WIP). In this
node of operation, the bits are treated as foll ows:

O=1: The WIP sets the DSCP field in the tunnel header to either the
default policy or the station specific policy if one exists.

O=0: The WIP sets the DSCP field in the tunnel header to the val ue
found in the inner packet’s DSCP field. |If encryption
services are provided by the AC (see Section 6.15), the packet
is encrypted; therefore, the WIP cannot access the i nner DSCP
field, in which case it uses the behavior described when the
'O bit is set. This occurs also if the inner packet is not
| Pv4 or | Pv6, and thus does not have a DSCP fi el d.

=1: The WIP sets the DSCP field in the station’s packet to either
the default policy or the station-specific policy if one
exists. |If encryption services are provided by the AC (see
Section 6.15), the packet is encrypted; therefore, the WP
cannot access the inner DSCP field, in which case it uses the
behavi or descri bed when the "I’ bit is not set. This occurs
also if the inner packet is not IPv4 or IPv6, and thus does
not have a DSCP fi el d.

=0: The WIP MUST NOT nodify the DSCP field in the station’s
packet .
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The CAPWAP protocol supports the Explicit Congestion Notification
(ECN) bits [RFC3168]. Additional details on ECN support can be found
in [ RFC5415].

2.6.2. | EEE 802.11 MAC Managenment Messages

It is reconmended that | EEE 802. 11 MAC Managenent frames be sent by
both the AC and the WIP with appropriate Quality of Service val ues,
listed below, to ensure that congestion in the network mnininmzes
occurrences of packet loss. Note that the QS Mechani sm specified in
the Tagging Policy is used as specified by the ACin the | EEE 802. 11
WP Quality of Service nessage el enent (see Section 6.22). However,
the station-specific policy is not used for | EEE 802. 11 MAC
Managenent franes.

802. 1p: The precedence value of 7 (decimal) SHOULD be used for all
| EEE 802.11 MAC managenent frames, except for Probe
Request s, whi ch SHOULD use 4.

DSCP: Al'l |1 EEE 802.11 MAC nmanagenent frames SHOULD use the CS6
per- hop behavior (see [RFC2474]), while | EEE 802. 11 Probe
Requests should use the Low Drop Assured Forwardi ng per-hop
behavi or (see [ RFC3246]).

2.7. Run State Qperation

The Run state is the nornmal state of operation for the CAPWAP
protocol in both the WIP and the AC.

When the WIP receives a WLAN Confi guration Request nessage (see
Section 3.1), it MJST respond with a W.AN Confi gurati on Response
message (see Section 3.2), and it renmains in the Run state.

When the AC sends a W.AN Confi gurati on Request nessage (see
Section 3.1) or receives the correspondi ng WLAN Confi guration
Response nessage (see Section 3.2) fromthe WIP, it remains in the
Run state.

3. | EEE 802.11 Specific CAPWAP Control Messages

This section defines CAPWAP Control nessages that are specific to the
| EEE 802. 11 binding. Two nessages are defined: |EEE 802.11 W.AN
Configurati on Request and | EEE 802. 11 W.AN Confi gurati on Response.
See Section 4.5 in [ RFC5415] for CAPWAP Control nessage definitions
and the derivation of the Message Type value fromthe | ANA Enterprise
nunber .
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The valid nessage types for | EEE 802. 11-specific control nessages are
listed below. The | ANA Enterprise nunber used with these nessages is
13277.

CAPWAP Control Message Message Type
Val ue

| EEE 802. 11 W.AN Confi gurati on Request 3398913

| EEE 802. 11 W.AN Confi gurati on Response 3398914

3.1. | EEE 802.11 WAN Configuration Request

The | EEE 802.11 W.AN Confi guration Request is sent by the ACto the
WP in order to change services provided by the WIP. This contro
nmessage is used to either create, update, or delete a W.AN on the
WIP.

The | EEE 802.11 W.AN Configuration Request is sent as a result of

ei ther sone nanual adnministrative process (e.g., deleting a W.AN), or
automatically to create a W.AN on a WIP. Wen sent automatically to
create a WLAN, this control nessage is sent after the CAPWAP
Configurati on Update Response nessage (see Section 8.5 in [ RFC5415])
has been received by the AC

Upon receiving this control nessage, the WIP will nodify the
necessary services and transnit an | EEE 802. 11 W.AN Confi gurati on
Response.

A WIP MAY provide service for nore than one WLAN;, therefore, every
WLAN is identified through a nunerical index. For instance, a WP
that is capable of supporting up to 16 Service Set ldentifiers
(SSIDs), could accept up to 16 | EEE 802.11 W.AN Confi gurati on Request
nmessages that include the Add WLAN nessage el enent.

Since the index is the primary identifier for a WAAN, an AC MAY
attenpt to ensure that the sane WAAN is identified through the sanme

i ndex nunber on all of its WIPs. An AC that does not follow this
approach MUST find sone other neans of nmintaining a WAN-Identifier-
t o- SSI D mappi ng table.

The foll owi ng nessage el ements MAY be included in the | EEE 802. 11
WLAN Confi guration Request nessage. Only one nessage el enent MJST be
present.

o | EEE 802.11 Add WLAN, see Section 6.1

o | EEE 802.11 Delete W.AN, see Section 6.4
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o | EEE 802. 11 Update W.AN, see Section 6.21
The foll owi ng nessage el ement MAY be present.
o |EEE 802.11 Information El enent, see Section 6.6
0 Vendor-Speci fic Payl oad, see [ RFC5415]
3.2. | EEE 802.11 W.AN Configuration Response

The | EEE 802.11 W.AN Confi guration Response nessage is sent by the
WP to the AC. It is used to acknow edge recei pt of an | EEE 802.11
WLAN Confi guration Request nessage, and to indicate that the
requested configuration was successfully applied or that an error
related to the processing of the | EEE 802. 11 W.AN Confi guration
Request nessage occurred on the WP

The foll owi ng nessage el enent MJUST be included in the | EEE 802. 11
WLAN Confi gurati on Response nessage

0 Result Code, see Section 4.6.34 in [ RFC5415]

The foll owi ng nessage el ement MAY be included in the | EEE 802.11 W.AN
Configurati on Response nessage

o | EEE 802.11 Assigned WIP BSSI D, see Section 6.3
0 Vendor- Speci fic Payl oad, see [ RFC5415]
4. CAPWAP Data Message Bindi ngs

This section describes the CAPWAP data nmessage bi ndi ngs to support
transport of |EEE 802.11 franes.

Payl oad encapsul ati on: The CAPWAP protocol defines the CAPWAP data
message, which is used to encapsul ate a wirel ess payl oad. For
| EEE 802.11, the | EEE 802. 11 header and payl oad are encapsul at ed
(excluding the | EEE 802.11 FCS checksun). The |EEE 802.11 FCS
checksumis handled by the WIP. This allows the WIP to validate
an | EEE 802. 11 frame prior to sending it to the AC Simlarly,
when an AC wishes to transnit a frame to a station, the WP
conput es and adds the FCS checksum

Optional Wreless Specific Information: This optional CAPWAP header
field (see Section 4.3 in [RFC5415]) is only used with CAPWAP dat a
messages, and it serves two purposes, depending upon the direction
of the message. For nessages fromthe WIP to the AC, the field
uses the format described in the "I EEE 802.11 Frane Info" field
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(see below). However, for nessages sent by the ACto the WIP, the
format used is described in the "Destination W.ANs" field (also
defined bel ow).

Note that in both cases, the two optional headers fit in the
"Data" field of the Wreless Specific Infornmation header

| EEE 802.11 Frane Info: Wien an | EEE 802.11 frane is received froma
station over the air, it is encapsulated and this field is used to
i nclude radi o and PHY-specific informati on associated with the
frane.

The | EEE 802.11 Frane Info field has the follow ng fornat:

0 1 2 3
01234567890123456789012345678901
T S T i I S S T i B T it JHP SR A Ss
| RSSI | SNR | Data Rate |
I S T S T ity S S S S s ot SN S

RSSI : Recei ved Signal Strength Indication (RSSI) is a signed,
8-bit value. It is the received signal strength indication, in
dBm

SNR: SNR is a signed, 8-bit value. It is the signal-to-noise
ratio of the received | EEE 802. 11 frame, in dB

Dat a Rate: The data rate field is a 16-bit unsigned value. The
data rate field is a 16-bit unsigned val ue expressing the data
rate of the packets received by the WIP in units of 0.1 Mops.
For instance, a packet received at 5.5 Mips would be set to 55,
while 11 Mops would be set to 110.

Destinati on W.ANs: The Destination W.AANs field is used to specify
the target WLANs for a given frane, and is only used with
broadcast and multicast franes. This field allows the ACto
transmit a single broadcast or nmulticast frane to the WIP and
allows the WIP to performthe necessary frame replication. The
field uses the follow ng fornat:

0 1 2 3
01234567890123456789012345678901
T T S T i s L i S S S S S S S e T s

| WLAN | D bit map | Reserved |
B o i T e e T s i i T S TR S e S S i T S g e e
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WLAN | D bi t nap: This bit field indicates the WLAN I D (see
Section 6.1) on which the WIP will transmit the included frane.
For instance, if a multicast packet is to be transnitted on
WANs 1 and 3, the bits for WAAN 1 and 3 of this field would be
enabled. WAN 1 is represented by bit 15 in the figure above,
or the least significant bit, while WLAN 16 woul d be
represented by bit zero (0), or the nost significant bit, in
the figure. This fieldis to be set to all zeroes for unicast
packets and is unused if the WIP is not providing | EEE 802. 11
encryption.

Reserved: Al'l inplenmentations conplying with this protocol MJST
set to zero any bits that are reserved in the version of the
protocol supported by that inplenmentation. Receivers MJST
ignore all bits not defined for the version of the protoco
t hey support.

5. CAPWAP Control Message Bindings

This section describes the | EEE 802. 11-specific nessage el ements
i ncluded in CAPWAP Control Messages.

5.1. Discovery Request Message

The follow ng | EEE 802. 11-specific nessage el ement MJST be i ncl uded
in the CAPWAP Di scovery Request Message.

o | EEE 802.11 WIP Radi o Information, see Section 6.25. An |EEE
802. 11 WIP Radi o I nformation nmessage el enent MJST be present for
every radio in the WP

5.2. Discovery Response Message

The follow ng | EEE 802. 11-specific nessage el ement MJST be i ncl uded
in the CAPWAP Di scovery Response Message.

o | EEE 802.11 WIP Radi o Information, see Section 6.25. An |EEE
802. 11 WIP Radi o I nformation nessage el enent MJST be present for
every radio in the WIP

5.3. Primary Di scovery Request Message

The follow ng | EEE 802.11 specific nessage el ement MJST be i ncl uded
in the CAPWAP Primary Di scovery Request nessage.

o | EEE 802.11 WIP Radio Information, see Section 6.25. An | EEE

802. 11 WIP Radi o I nformation nmessage el enent MJST be present for
every radio in the WIP
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5. 4.

Primary Di scovery Response Message

March 2009

The foll owi ng | EEE 802. 11-speci fi c nessage el ement MJST be incl uded
in the CAPWAP Primary Di scovery Response nessage.

(0]

5. 5.

| EEE 802.11 WIP Radi o Informati on, see Section 6. 25.
802. 11 WIP Radi o I nformation nessage el enent MJUST be
every radio in the WP

Joi n Request Message

An | EEE
present for

The follow ng | EEE 802. 11-specific nessage el ement MJST be i ncl uded
in the CAPWAP Joi n Request nessage.

(o]

5. 6.

| EEE 802.11 WIP Radi o Informati on, see Section 6. 25.
802. 11 WIP Radi o I nformation nessage el enent MJST be
every radio in the WP

Joi n Response Message

An | EEE
present for

The followi ng | EEE 802. 11-speci fi c nessage el ement MJST be incl uded
in the CAPWAP Joi n Response nessage.

(0]

| EEE 802.11 WIP Radi o I nformati on, see Section 6. 25.
802. 11 WIP Radi o I nformation nessage el enent MJUST be
every radio in the WP

Configuration Status Request Message

An | EEE
present for

The follow ng | EEE 802. 11-specific nessage el ements MAY be i ncl uded

in the CAPWAP Configuration Status Request nessage.

each nessage el enment |isted MAY be incl uded.

More than one of

o | EEE 802. 11 Antenna, see Section 6.2
o | EEE 802.11 Direct Sequence Control, see Section 6.5
o | EEE 802. 11 MAC QOperation, see Section 6.7
o | EEE 802.11 Multi-Domain Capability, see Section 6.9
o | EEE 802. 11 Othogonal Frequency Division Miltiplexing (O-DM
Control, see Section 6.10
o | EEE 802. 11 Supported Rates, see Section 6.17
o | EEE 802.11 Tx Power, see Section 6.18
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o | EEE 802.11 TX Power Level, see Section 6.19
o | EEE 802.11 WIP Radi o Configuration, see Section 6.23
o | EEE 802.11 WP Radi o Information, see Section 6.25. An |EEE
802. 11 WIP Radi o I nformation nessage el enent MJST be present for
every radio in the WP
5.8. Configuration Status Response Message
The follow ng | EEE 802.11 specific nessage el ements MAY be incl uded
in the CAPWAP Configuration Status Response Message. Mre than one
of each nessage el enment |isted MAY be incl uded
o | EEE 802.11 Antenna, see Section 6.2
o | EEE 802.11 Direct Sequence Control, see Section 6.5
o | EEE 802. 11 MAC Operation, see Section 6.7
o | EEE 802.11 Multi-Domain Capability, see Section 6.9
o | EEE 802.11 OFDM Control, see Section 6.10
o | EEE 802.11 Rate Set, see Section 6.11
o | EEE 802. 11 Supported Rates, see Section 6.17
o | EEE 802.11 Tx Power, see Section 6.18
o | EEE 802.11 WIP Quality of Service, see Section 6.22
o | EEE 802.11 WP Radi o Configuration, see Section 6.23
5.9. Configuration Update Request Message
The follow ng | EEE 802. 11-specific nessage el ements MAY be i ncl uded
in the CAPWAP Configuration Update Request nmessage. More than one of
each nessage el enment |isted MAY be incl uded.
o | EEE 802.11 Antenna, see Section 6.2
o | EEE 802.11 Direct Sequence Control, see Section 6.5
o | EEE 802. 11 MAC QOperation, see Section 6.7

o | EEE 802.11 Multi-Domain Capability, see Section 6.9

Cal houn, et al. St andards Track [ Page 27]



RFC 5416 CAPWAP Prot ocol Binding for |EEE 802.11 March 2009

o | EEE 802.11 OFDM Control, see Section 6.10
o | EEE 802.11 Rate Set, see Section 6.11
o | EEE 802.11 RSNA Error Report from Station, see Section 6.12
o | EEE 802.11 Tx Power, see Section 6.18
o | EEE 802.11 WIP Quality of Service, see Section 6.22
o | EEE 802.11 WP Radi o Configuration, see Section 6.23
5.10. Station Configuration Request
The followi ng | EEE 802. 11-speci fi c nessage el ements MAY be incl uded
in the CAPWAP Station Configuration Request nessage. Mre than one
of each nessage el enent |isted MAY be incl uded.
o | EEE 802.11 Station, see Section 6.13
o | EEE 802.11 Station Session Key, see Section 6.15
o | EEE 802.11 Station QS Profile, see Section 6.14
o | EEE 802.11 Update Station Qos, see Section 6.20
5.11. Change State Event Request

The follow ng | EEE 802. 11-specific nmessage el ement MAY be included in
the CAPWAP Station Configuration Request nessage.

o | EEE 802.11 WIP Radio Fail AlarmIndication, see Section 6.24
5.12. WP Event Request

The follow ng | EEE 802. 11-specific nessage el ements MAY be i ncl uded

in the CAPWMAP WIP Event Request nessage. More than one of each

message el enment |isted MAY be incl uded.

o | EEE 802.11 M C Counterneasures, see Section 6.8

0 | EEE 802.11 RSNA Error Report from Station, see Section 6.12

o | EEE 802.11 Statistics, see Section 6.16
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The follow ng | EEE 802. 11-specific nessage el enments are defined in
this section.
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Figure 8: | EEE 802.11 Bi nding Message El enents

6.1. | EEE 802.11 Add W.AN

The | EEE 802.11 Add W.AN nessage el enent
a WLAN on the WIP.

i nclude | EEE 802.11 Information El ement nessage el enents,
the follow ng | EEE 802.11 |Es:

Power Constraint information el ement

EDCA Paraneter Set information el enent

QS Capability information el enent

Cal houn,

et al. St andards Track

is used by the AC to define
The inclusion of this nmessage el ement MJST al so

cont ai ni ng
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WPA i nformation el enent [ WPA]
RSN i nformation el ement
WW i nformation el enent [W/M

These | EEE 802.11 Information Elenents are stored by the WIP and

i ncluded in any Probe Responses and Beacons generated, as specified
in the | EEE 802. 11 standard [| EEE. 802-11.2007]. |If present, the RSN
Information Element is sent with the | EEE 802.11 Add W.AN nessage

el ement to instruct the WIP on the usage of the Key field.

I f cryptographic services are provided at the WIP, the WIP MJST
observe the algorithmdictated in the Goup Ci pher Suite field of the
RSN I nformati on El ement sent by the AC. The RSN Information El enent
is used to conmmuni cate any supported al gorithm including WEP,
Tenporal Key Integrity Protocol (TKIP) and AES-CCWMP. |In the case of

static WEP keys, the RSN Information Elenent is still used to
i ndi cate the cryptographic algorithmeven though no key exchange
occurr ed.

An AC MAY include additional Information El enents as desired. The
message el ement uses the follow ng format:

0 1 2 3
01234567890123456789012345678901
B S T s i S s i S S e o
Radio ID | W.AN I D | Capability |
B i i i S S R ih s s I S S o O S S
Key | ndex | Key Status | Key Length |
I S s S S S S il S SN DR S SR
Key. .. |